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Binary Firmware Patching Extended Sector Sweep

Availability

Our framework, including a LEDE image, the nexmon sources, 

and pattern measurements, is available for download [1].
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Commodity tri-band router

• Supports IEEE 802.11 abgn+ad

• QCA 9500 60 GHz WiFi module

• Phased antenna array with 32 elements

Open System Access

• Linux Embedded Development Environment (LEDE)

• Latest IEEE 802.11ad device drivers (wil6210)

• Highly customizable

Firmware Patches

• Custom modifications to binary firmware images

• Developing patches in C by new attributes to the GCC compiler

• Adding new features to the 802.11ad chip’s firmware

binary firmware patching
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Patched function must return to original code

code partition

data partition

patch region

void mypatch(void){
// do some stuff in C
printf(“hello_patch\n”) 
asm(“b basefunc\n”) // Jump back

} 

mov r0, 1 # move
mov r1, 2 # move
b basefunc # branch

Place code in patch region (unused memory)

Overwrite single assembly instruction
mov r0, 1 # move
mov r1, 2 # move
b mypatch # branch
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